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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	
	Feature

	X
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 
	Parent Work Items 

	Unique ID
	Title

	820070
	Integrated access and backhaul for NR


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	750047
	Study on integrated access and backhaul for NR
	The SI has studied RAN architecture, backhaul transport mechanisms, QoS support, topology adaptation, physical layer enhancements and other features for the support of integrated access and backhaul for NR. The SI included RAN2, RAN3 and RAN1. 


3
Justification

After the RAN#82 meeting, a new WI for Integrated Access Backhaul (IAB) was agreed [RP-182882], main objective of which is to introduce relaying technologies for NR. Since the NR radio access technology will exploit availability of higher frequencies spectrum, it is anticipated that more NR base station will be needed to achieve the same coverage as with low frequencies. Thus, relay networks will help operators to deploy and connect more base stations in a simple and the cost efficient way.

Amongst several architectures considered for the IAB by RAN WGs, the majority of companies and operators preferred to follow the CU/DU architecture, in which the IAB node host the DU and MT functionalities and would effectively look like a DU connected through the wireless interface to the controlling CU. As a consequence, the wireless interface between the IAB node and the IAB donor (F1*) is similar to the F1 interface connecting CU and DU. F1* interface will have to exchange packets over the wireless interface, as opposed to the conventional F1 interface, in which F1 packets are assumed to be exchanged over the wired transport network. As further identified by RAN WG2 and WG3, exchanging F1* packets over the wireless interface create new potential security risks for the IAB deployments. Even though user and control plane packet payloads are protected by the PDCP based security framework, the F1* packets headers are not thus may introduce some security vulnerabilities. 

Thus, this WID is to specify the normative work on the security aspects of the IAB architecture and the protection of the associated wireless backhaul links.
4
Objective

The objective of the work is to ensure that the IAB architecture as specified by the RAN parent work item (IAB_NR) do not introduce security vulnerabilities in 5G system and provide secure connection for the UEs connecting to the NR through IAB node(s).
The objective of this work item is to provide stage 2 security and privacy related normative specification for supporting wireless backhauling of NR base stations, namely (but not limited to), authentication of IAB node, security association establishment and protection of the F1*-U/C interfaces (wireless backhaul links). 

Further, SA3 shall have responsibility for the security and privacy aspects of the 3GPP defined integrated access and backhaul for NR, as an assessor of the security implications and resulting required changes to technical specifications, if any. 

5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	
	
	
	
	
	


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	33.501
	Updates to amend the 5G system security architecture and procedures to support security of Integrated Access and Backhaul for NR 
	SA#86
	It is proposed that the main security relevant parts on IAB are kept in a separate clause in TS 33.501. It may be necessary to describe minor parts of the security functionality in other clauses as well.
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Work item Rapporteur(s)
Rajavelsamy Rajadurai, Samsung, rajvel{@]samsung.com 
7
Work item leadership

SA3 
8
Aspects that involve other WGs
None identified yet.
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Supporting Individual Members
	Supporting IM name

	Samsung

	AT&T

	LG Electronics

	Huawei

	Hisilicon

	Ericsson

	Nokia

	Nokia Shanghai Bell


